N5 Higher Prelim Revision – December 2016

Types of Computer System
	
	I can/ I know/ I understand that ……
	(

	Supercomputer 

Desktop PC

Laptop

Tablet
Smartphone
	Fastest processor (multi core), largest RAM and backing store, largest screen size


Slower processor, less RAM and backing store, smaller screen size
	


Data Representation

	
	I can/ I know/ I understand that ……
	(

	Binary Conversion
	convert 123 into an 8-bit binary number
	

	Real numbers
	Real numbers are decimal numbers. In an computer system, real numbers are stored in Floating Point notation using a mantissa and exponent.

{eg. The value 16.32 would be stored as .1632 x 102 in Floating Point notation with the mantissa 1632 and exponent 2}
	

	Images
	Bitmap graphics are real-life images such as photographs. A bitmap image is made up of a grid of pixels. Every pixel has a bit pattern allocated to determine the colour of that pixel. Bitmap images can be magnified so they pixellate – they can then be edited at pixel level (eg red-eye removal)
	

	
	Vector graphics are computer generated images (CGIs). A vector graphic is stored in memory as Objects and Attributes. For example, Circle(centre-x, centre-y, radius, fill colour). Vector graphics normally have a smaller file size than bitmap images.
	

	Image Calculations
	Work out then size of an 8-bit colour image with a resolution of 600 pixels by 450 pixels. Answer in Kb.
	

	Interface
	Functions of an interface include 
· Data storage (eg. buffering data in transit between CPU and a printer)

· Voltage conversion (the keyboard operates at 9v, CPU at 5v)

· Status signals (printer out of paper, replace toner ink)

· Data format conversion (serial to parallel or analogue to digital)
	


Computer Systems

	
	I can/ I know/ I understand that ……
	(

	CPU
	The CPU is made up of 3 parts

· Registers are temporary storage locations to hold data the CPU is currently processing

· The Control Unit makes sure instructions are carried out in the correct order and is responsible for timing events within the processor.

· The Arithmetic & Logic Unit (ALU) carries out calculations and makes logical decisions.
	

	Buses
	The address bus is used to select individual memory locations
	

	
	The data bus is used to transfer data between the CPU and main memory
	

	
	The control bus is used to signal a memory read/write.
	

	Translators
	A translator is used to change High Level Language code (Visual Basic) into machine code (binary) that the computer understands. 
	

	
	A compiler translates the HLL code all at once to produce stand alone object code. 
An advantage of using a compiler is that the stand alone object code runs very quickly as it is already translated into machine code. 
A disadvantage is that a long list of errors can be reported.
	

	
	An interpreter translates the HLL code line by line. An interpreter does not produce stand alone object code. 
This is a disadvantage because an interpreted program needs to be translated into machine each time it is run … making the whole process much slower. 
An advantage of an interpreter is that it reports errors as you type in the code – this makes programs easier to debug.
	


Computer Networks

	
	I can/ I know/ I understand that
	(

	Networking Models 
	In a client-server network all the client PCs require access to a central file server to share resources. This has a number of benefits (centralisation)
· All files are stored in one location on the file server. This means files can be accessed from any client machine.

· Only the files server needs to be ‘backed up’ and not individual clients

· Software installed on the server can be made available to all clients

· Network security can be managed centrally on the server. For example, a firewall to filter internet access/anti virus protection.

	

	
	In a peer-to-peer network all machines on the network are connected to one another in order to share resources. There is no central administration of backup/security/virus protection/internet filtering/installation of software.
	

	Transmission Media
	Wired networks are linked together using cables. They have the following advantages

· Faster data transfer speeds (higher bandwidth)

· More reliable performance as they are less prone to interference

· Greater security as wired networks are harder to hack
	

	
	Wireless networks use radio waves to transmit data. They have the following advantages

· no trailing/loose network cables which could be a Health and Safety risk

· mobile computing - users are can move about freely when

            using their devices

· peripherals are easier to attach as they don’t need to be next to a network port, they simply need to be in range of the wi-fi signal.
	

	Cloud Storage
	Cloud storage is simply a term that refers to online space that you can use to store your data. Glow provides Cloud storage in Gryffe HS.
· available anywhere in the world as long as Internet connection available (this means you can access work stored on Glow in school and at home)
· large storage capacity (Glow provides each user with 1Tb of cloud storage)

· someone else takes care of the security and back up of files
	


Computer Laws and Security

	
	I can/ I know/ I understand that ……
	(

	Security Risks
	Phishing is an attempt by someone to get you to send them personal information, such as usernames, passwords, email addresses and bank account details. Often an email will be sent that asks you to update your details, contribute to charities or claim cash prizes.
Ways to spot phishing scams:

· Email contains spelling errors. 

· Lack of personalisation - 'Dear Customer' used instead of your real name. 

· Email contains links that appear to go to one website, but direct you to another. 
	

	
	A Denial of Service attack is designed to consume network resources and bring down the server so that users are unable to access resources on the server. For example, Amazon’s web site may be flooded by a huge number of fake orders – this means regular customers would be unable to shop on-line with Amazon – a DoS attack.
	

	Security Precautions
	UserID and Passwords can be used to restrict access to computer systems.
	

	
	Biometrics use parts of the human body (such as a fingerprint) to restrict access to computer systems.
	

	
	Encryption uses a code to scramble data to make it unreadable if hacked
	

	
	Up-to-date anti-virus software should be installed on all computer systems
	

	
	Firewalls can be used to block network ports to prevent email access or file downloads.
	

	Computer Laws
	The Communications Act 
· Makes it illegal to use other neighbours’/companies’ internet access without their permission. 
· Makes it an offence to send offensive, indecent or menacing electronic messages. 
· Regulating other communications media like internet-based radio stations and TV shows
	

	
	Health and Safety Regulations ensure that staff working at a computer have 

· adjustable chairs

· anti-glare screens or blinds

· foot supports/mouse rests

· regular breaks from working at the computer

· regular eye tests
	

	Computers and the Environment
	When old computer systems are disposed of, companies should

· make sure all data from the hard disk is deleted

· recycle the old computer systems

· remove any valuable metals
	


Software Design and Development

	
	I can/ I know/ I understand that ……
	(

	Data Structures
	a variable is used to store a single item of data
	

	
	an array is used to store a list of data items
	

	Data Types
	an integer is used to store a whole number
	

	
	a real number (fraction) is stored as decimal (single)
	

	
	a string is used to store text characters
	

	
	A Boolean stores only two values (True/False)
	

	Design Notations
	Pseudocode is a list of steps in the correct order. It is a mixture of English and programming language keywords.
	

	
	A structure diagram looks like a flow chart and uses a diagam to show the different steps in a program
	

	Two methods of improving readability of code
	· internal commentary to explain code (green text)

· meaningful variable names (Area = length * breadth; not A = L * B)
· indentation to show the start and end of loops

· white space between modules of code to make it easier to read

· program language keywords highlighted (blue text)

· prompts to user highlighted (red text)
	

	Testing 
	Club 18 – 30 offer holidays for young adults. State 
· normal test data (19, 24)
· extreme test data (18, 30)
· exceptional test data (5, 55)
	

	Conditional Statements

	IF .... THEN .... ELSE is used to make decisions in programs

	

	Conditions
	IF password = “Let me in” THEN ....
IF mark > 60 THEN ....
	

	Complex Conditions
	IF age >= 17 AND pass = true THEN  ....

IF age < 18 OR age > 30 THEN ......

	

	Loops
	A fixed loop is used when you know how many times you need to repeat the loop. 

FOR 7 days of the week
	

	
	A conditional loop is used when you do not know how many times to repeat the loop

WHILE age < 18 OR age > 30 

  Ask user to enter age between 18 and 30
END WHILE
	

	Standard Algorithm
	Input Validation can be used to ensure a valid textbook order  between 1 and 80 is entered

1 DO
2
ask user for textbooks ordered (between 1 and 80)
3
IF the number is out of range (< 1 OR > 80) THEN
4

display an error message and ask user to re-enter
5
END IF
8 LOOP UNTIL the textbook order is valid (>=1 AND <= 80)


	

	Pre-defined functions 
	Math.round is used to round real number to a specified number of decimal places

Math.round(3.1437, 2) = 3.14

Math.round(3.1437, 3) = 3.144


	

	Errors
	A syntax error is the result of a spelling mistake (FORR) or missing speech marks/brackets. A program will not run if it has a syntax error.
	


Web Authoring

	
	I can/ I know/ I understand that ……
	(

	URL
	Uniform Resource Locator is the address of a web page (eg  www.bbc.co.uk )
	

	HTML
	Hyper Text Markup Language is used to create web pages.
	

	
	HTML uses tags to format web pages

<b> bold text </b> bold text
<i> italic text </i> italic text

<p> </p> new paragraph
	

	Hyperlinks
	An internal hyperlink is a link to another page within the same website
An external hyperlink is a link that takes you to a page in a different website
	

	Testing 
	Tests carried out to prove that a web site works as expected include
· navigation/hyperlinks work correctly

· multimedia elements (audio/video clips) play correctly

· the website displays correctly on a variety of different browsers
· the internal search facility works correctly
	

	Search Engine
	Many websites contain a search engine on the home page.  A search engine gives the user a list of results by 

· asking the user to enter keywords
· searching a database to find results that match the keywords
	

	Sotware
	Browser software is required to view web pages on a smartphone/tablet/PC
	


Database

	
	I can/ I know/ I understand that ……
	(

	Primary Key 
	A primary key is used to uniquely identify each record in a database (eg. Scottish candidate number)
	

	Types of Database
	A Flat file database contains a single table. It is a simple database but is prone to data duplication.
	

	Relational Database
	A Relational database solves the problem of data duplication by having two linked tables. 
	

	Foreign Key 
	 A foreign key is used to link two tables in a relational database together.
	

	Validation
	A range check means that a value entered must be within a particular range (eg. between 10 and 20)
	

	
	A length check makes sure a minimum number of characters are entered in an field
	

	
	A presence check means that a filed cannot be left blank (normally indicated with an *)
	

	
	A data type check ensure the correct format of data must be entered (eg. text data or integer data)
	

	
	Restricted choice is the use of a menu to force the user to chose a particular option.
	


Multimedia File Formats

	
	I can/ I know/ I understand that
	(

	Photographs
	jpeg, png, gif, bmp
	

	Video
	mpeg, mp4, avi
	

	Audio
	mp3
	

	Compression
	Multimedia files such as images, video and audio are compressed to 

· reduce the size of the file so less storage space is required

· decrease transfer times so files download quickly over the internet
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